3GPP TSG-SA WG3 Meeting #96-Adhoc 
S3-193751
Chongqinq (China), 14-18 October 2019
Source:
BT Group
Title:
pCR TR33.848 Scope Update
Document for:
Agreement
Agenda Item:
5.13
1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

The FS_SIV study was originally intended to address the overall impacts of virtualisation on 3GPP deployments and SA3 security architecture. This was to include all security aspects required to guarantee that 3GPP functions when virtualised, could be deployed securely. Little concrete progress has been made towards that aim within the 10-month target timescale of the study. 

As endorsed on the FS_SIV conference calls rather than stop the study entirely, this contribution revises the study scope to only address aspects that are fully within 3GPP control plus identification of requirements which need to be met by groups outside of 3GPP to allow virtualised 3GPP networks to be deployed securely.
3
CHANGES
[START OF CHANGES]
1
Scope

The present document considers the consequences of virtualisation on 3GPP architectures, in order to identify threats and subsequent security requirements. 3GPP function security relies on the underlying implementation technology and physical environment being secure. In legacy deployments, physical rack security and separation implicitly provided underlying security. To provide equivalent security in virtualised deployments, the underlying infastructure needs to provide minimum security capabilities in a standardised form which can be requested and or consumed at the 3GPP layer.

While a number of the key issues identified in the present document may not necessarily fully be within the scope of 3GPP to resolve, in order to implement 3GPP functions security it is necessary for 3GPP to set requirements that may be addressed outside 3GPP.

The present document identifies security requirements which need to be addressed outside of 3GPP in order for 3GPP to specify fully secure virtualised 3GPP functions. The present document identifies extensions to 3GPP security capabilities which are required to provide direct explicit security visibility of the underlying virtualised infastructure platform at the 3GPP layer and extensions to 3GPP functions to make use of such capabilities.
Identification of requirements for the standardisation of the overall security framework (e.g top to bottom, 3GPP, NFVI, hardware, SDN) and minimum-security capabilities which should be used by a virtualised implementation to meet Critical National Infrastructure (CNI) or other regulatory requirements are outside the scope of the present document.  
[START OF NEXT CHANGE]
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

AUC
Authentication Centre

BSS
Business Support System
CNI
Critical National Infastructure
COTS
Commercial Off The Shelf

CSP
Communication Service Provider

DRM
Digital Rights Management
DSE
Discrete Security Enclave
GDPR
General Data Protection Directive
HMEE
Hardware Mediated Execution Environment
HSM
Hardware Security Module
IAAS
Infrastructure As A Service 

LI
Lawful Interception
MANO
Management and Orchestration

NAAS
Network As A Service

NF
Network Function

NFV
Network Functions Virtualisation

NFVI
Network Functions Virtualisation Infrastructure

OS
Operating System
OSS
Operations Support System
PNF
Physical Network function
SBA
Service Based Architecture

SDN
Software Defined Network
TPM
Trusted Platform Module
TLS
Transport Layer Security

UICC
Universal Integrated Circuit Card
VM
Virtual Machine
VNO
Virtual Network Operator
VNF
Virtual Network Function
[END OF CHANGES]
